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' U3JE0T x Interr^gatim Report covering Frisoner of '7ar, 

'ierner I'.H. Grai^e. 

TO i Colonel G.A. Richer, Dilector, C.I.i). 

1. Pursuant to y^ir ■'nstruction.s , Major Neff, Captain ! aare, 
and the undersigned, interviewed the abrwe named Prisoner of "for at 
Seine Base Guard House, on 13 November, 1944. 

2. The substance of our discussions and conclusions is set 
forth in tie attached report. 

Prisoner Herbert H.P. Schwartzs, 1*10 deserted with Ordure, 
was not questioned because we learned from Graupe that he Knew nothin** 
about cr^r to rraphy or cryptanalysis bui acted merely as a translator. 

4« I make the followin'* recarmendations - 

a. Thai Group" be held here for further cue itioniny with 
respect to U.S, security violations, 

b. That a copy of this report be forwarded to C/ 1 - £• CS, with 
the sugpest^on that the proper persons there pursue the interrogation 

of Graut e with resj>ect to German cryptographic organisation and personnel. 
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VALThll J. FRIED 
Captain, Signal Coups. 


\ * 


_ r ' \Z 


/J?V 


at./'* 


/ 


/ 


X 




SECRET 


SECRET 


i jpckt cf rv.:ij oga. i ai mujei. k.h. gjj,:. 


HISTORY 


In 1935 Werner K.Ii, Gr.iupe (he re. in. of ter referred to as "G”) attempted 
to emigrate to the United states hut was unable to o so because he had not 
performed the lequisite German I. Hilary Service. He entered the German 
Army in I. ay 1935 for one year but thereafter hir father died .and he was 
released in November 1935. Subsequently he av plied for a student visa to 
j ermit him to emigrate to U, , and did emigrate in October 1936, 

tie attended the Acadia Academy, Church Point, Louisir.a, from wliich he 
graduated in Lay 1937. "G" states that he had been under the impression that 

this was a college and found the hlrh school curriculum very easy. Lost 
of his time was spent in learning Enjlish. 

He commenced working in fay 1°37 and held various jobs for short jieriods. 

He was injured and while in the hospital was vi3iied by IJ.S , Immigration 
officials who informed him that although his visa was good for two years he had 
no right to work since it was purely a student visa. He agreed to return to 
Germany and left the United States in June 1938. 

After he returned to Germany "G” worked for the Ford Motor Cain any, Berlin. 
This was apparently deemed an essential occupation because he obtained exemption 
from military service until 2942. He was then called up for the Amy and sent 
to the Russian front. 

He endeavoured to obtain an assignment to an interpreters’ unit in I' ay 1942 
basing his request upon his knowledge of English. His request was granted and 
he was sent to an interpreters’ reserve in f eissen. Shortly thereafter he was 
transferred to Berlin to a cryptographic school of the CKH at Lattai 
Kirchplatz 4. "G" remained at this Headquarters until April 1943* The 

balance of the ye or 1943 "G" worked on cryptanalysis of Spanish, Portuguese 
and Br a zilian military traffic at Nach Fern Aufkl Kemp 624. In August he 
attended a 14-day course in Berln and then returned to his unit. This work 
was then taken over by No. 12 unit in Lucien to which he was transferred in 
January 1944. Some work was done on L-209 traffic but his unit continued 
to work on Spanish, Portuguese and Brazilian until June 6 # After D«J)ay inter- 
ception of this traffic ceased and crypt&nalytic attention was devoted solely 
to American and English traffic. After D-Day, Hq K5 moved from St. Germain to 
Lucien at which time he became part of NAAST 5. In July he was transferred 
to the newly created Nach Nah Aufkl Kemp 965 commanded by Obit. Ernst Schmitz, 
which was detached from K5 to service Pz Gruppe 5. 

After July he acted as purchasing agent rather than as a cryptanalyst 
for the Company and was apparently devoting most of his thoughts to ways and 
means of deserting. He actually did desert late in August, but lived in Paris 
as a civilian and did not give himself up to the U.S. military authorities until 
18 October, 
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FACTS ABOUT GEM.AN CRYPTOGRAPHIC ORGANIZATION 
AD FBISCKHEL 


"G'b" knov.-lcdre of the Headquarters cryptographic organizations in Berlin 
seems to be very scant* It is apparent that a high degree of internal security 
is maintained and that he was told no more than was necessary for the performance 
of his duties. 

He advises that when he first ’.-rent to the cryptographic school in Berlin 
in 1942 the total personnel of the outfit const sted of 20 officers and about 
120-130 men. In addition there were 10-12 women, who acted in stenographic 
capacities. He advises that this was the total Army organization at that 
time, but that the Navy and the Air Force had similar organizations. 

The cryptographic school was at l.attai Kirchplatz 4. The Head of the 
Bureau was Major Eettig. A Major Harrens was in charge of security. The 
Cryptanalytic Branch was under Captain Herbrnggen. There were at that time 
about five cryptanalytic sub-divisions. Department No. 1 worked on U.S. 
traffic, department Mo. 2 on English, department No. 3 on French, Portuguese, 
Spanish and Brazilian, and department No. 4 on Italian. There was another 
department which worked on Arabic, etc. "G n believes that Russian cryptanalysis 
was handled in a separate building. The Head of Department No. 1 was 
Sonderftihrer z. Steinberg. His Assistant (whem "G" describes as more able) 
was Unteroffizier Luzius. Pfc. Gruber was "G's" instructor in cryptography 
and cryptanalysis. Sonderfuehrer z. Kuhne was the Head of Department No. 3. 

In connection with Department No. 4 "G" stated that work of a security nature 
was done on Italian traffic. As a result of the success of this work represen- 
tations were made to the Italians and they were shown that their systems were 
not secure. "G" mentions that this work was later discontinued. In 
connection with this branch of the organization "G n mentioned a Captain Flala, 
who was probably a German Liaison Officer to the Italians. 

"G" pointed out that a at deal of German cryptanalytic work was later 
decentralized. The usual intercept company had a complement of 15 cryptanalysts. 

The cryptanalytic unit in Paris was known as Headquarters No. 5 Unit. 

"G" also mentioned a Department F, which was created in 1943. This was a 
Research Department and the personnel consisted primarily of mathematicians. 

The Head of the cryptanalytic section at the Luclen Headquarters was 
Major Hentze, who was a mathematician. Sgt. Engelhard t was in charge of the 
murk on the 11-209. 

"G" knows that there was an IBM Department at Berlin Headquarters, but he 
has no idea of the nunber or type of machines located there. He advises that 
the Hollerith Factory ir. Germany was destroyed in 1942 and thereafter no 
1 e placements of machinery could be obtained. He knows of no other type of 
machinery used for cryptanalytic work. 

"G" also mentioned a Department No. 10, idiich was the German Security 
Department. He also mentioned Department 11 which worked on systems used by 
agents of Germany's enemies. He stated, however, that most of the knowledge 



about ayents* cryptographic systems was derived from the Gestapo work ratter 
than frorr cryptanalytic work. 


CRYPT ANALYTIC ACTIVITIES CP »G" AND 
> HIS ASSOCIA'iKS 

At tuis point it should jerhaia ba stated that "G" s ems to be Vdg- jy 
^-ni^l^igent, that the work he was doing was definitely above the ’'stooge 1 * 
level, but that, he was apparently not enable of what might be termed original 
hi ;h grade cryptanalysis. His position in the organization, however, furn- 
ished him with infoimation about a great many activities in which he did not 
personally participate. 

At cryptographic school in Berlin "Q" studied simple cryptographic systems 
and methods of solution. One of Flelcher Pratt*s books on cryptanalysis was 
used to sor-io extent as a text book and a 1 parently furnished a basis for the 
curriculum. 

His class first studiea mononlphnbetio substitution, which he calls 
"single Caesar" and polyalpnabetic substitution which he calls "spalten Caesar", 
They studied vmious types of transposition systems. He mentioned specifically 
systems in which various diagonal methods of inscription and transcription are 
used, and systems in which columns are transcribed alternately from top to 
bottom and fran bottom to top. Theae he designated "snaking". Of course, 
he called substitution *Ersatz" and transposition "Versatz", They also 
studied substitution systems using two digits for each letter with the nimtber 
of possible variants depending on the frequencies of the letters involved. 
Problems presented were typewritten ana based on English military vocaoulary. 

They also studied a system which they call "EC5" (English Code No, 5) 
in which code values were written on a 25 x 25 rectangle and were represented 
by a diagraph consisting of the coordinates of the cell in which the value 
appeared. He mentioned that this type of system was later called SLIDE! and 
staved that at a later date he thougnt (but was not sure) that the size of the 
rectangle nss only 9 x 12, He mentioned that the top coordinate was taken 
first and then the side coordinate. 

As previously mentioned "G*s" first work was on Spanish, Portuguese and 
Brazilian systems. He worked on Spanish military transposition and also on 
a Spanish digit cipher with variants. 

When "0" returned to Berlin in August 1943 for a further course of 
training he studied the operation of the Hagelin machine. At this time 
Major Mattig was no longer in the CKH cryptographic unit. He had been 
transferred to the CKW unit which "G" believes had been newly created. 

Despite the crmpletion of this additional course "G" continued to work 
principally on transposition systems, Most ofhis work was apparently done 
on messages sent from Brazil to the U,G . by General Ciudad , He advises that 
five out of seven Brazilian systems were readable. He continued this work 
through the end of 1943* 
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During a period, widen ho ui. 1 not specify (jt mn\ r have been in Berlin, 
late in l r 'A2) , "G" worked on a U.S. strip system. He called this 
"Streiffen verfahren". T 'r advises that the traffic on which he worked 
emanated frog Iceland and from the Caribbean area. In this system strips 
were never ebon T cd but. the order of the strii s '•an oharved daily or every 
other day. Strnips were not captured but the alj habots were reconstructed 
cryptanalytically. he does not know no” this was accomplished but advises 
thaw a 25-] 'ye report on the solution was written by Steinberg and Luzius, 
who did the work, Later "G" conjectured that j ossioly the strips had been 
solved from circular mesne t cs. he realized that a fair of circular messages 
could bo used for det< mining the daily key in exactly the same way as a crib 

could be u ed ana i is unit was on the lookout for circulars, 

"G's" "ork consisted simply of finding the daily key. Apparently a 
series of 25 charts was con.:- true ted. These may have neon synoptic tables 
or sane thing similar. Across the top of each chart was the plain alphabet, 
Down the left-hand margin of each chart wrts numbers from 1-25, corresponding 
to xhe 25 strips. The body of the chart contained for each clear letter the 
letters a. ^earing on the 25 strips at the interval for which the particular 
chai t was constructed. 7/hen the work was first started the daily key was 

found by assuming a beginning and trying in turn each one of the charts. 

Certain intervals were eliminated as impossible, and the further work con- 
sisted of trying all the remaining possibilities on other messages or other 
cycles of the same message. The beginning most usually assumed was "Request*. 

At a later date I® cards were used far the purpose of eliminating 
impossible charts. There was a card for each plain-cipher aiagraph. "G" 
stated that there were 625 cards, but it would seem that there must have been 
650, For each card there were 25 positions which could be punched, corres- 
ponding to the 25 possible intervals. The card was punched for each inter- 
val that was possible, so that the average card probably contained approxi- 
mately 20 punches. These cards were, in fact, nothing more than an index of 
the charts. If, for example, the letter "R" appeared under plain A on 
Chart 1, ppeition 1 wan punched on card Ait. If there wrs no "R" under plain 
A on Chari No. 2, position No, 2 was not punched on the AR card. In order to 
utilize these cards a selection was made corresponding to the plain cipher 
pairs resulting from the crib assumption. These were then held up to the 
light and the only possible charts wero those correspondin'' to the holes through 
which light showed. When "G" first discussed this matter he stated that there 
were only six holes per card but Jnter, on reconsidering the matter, he thought 
that he was probably wren'' and there must h>ve been a great many more. He 
states that, usually the card method eliminated all but two or three of -the 
charts as possibilities. "G" advises thnt it usually took about two days to 
recover the older of the strips. He is quite positive that tho same 25 strips 
were always used and thnt they were not drawn fTctn a larger pool. He states 
that the traffic bore a five letter discriminant and they had up to 50 messages 
per day to work an. He advises that Steinberg and Luzius reconstructed strips 
only once and that no strips were ever captured. He advises also that most 
of the traffic road was practico traffic. Lore over,, the traffic was often 
read by reason of the fact that the word "practice" appeared in the messages. 

"G" was under the impression that the strips were lettered and that the carder 
of strips was determined by a key phrase. He did not describe precisely how 
this was accanp'lished. He stated thnt hie unit frequently solved the literal 
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key ni't v -.vir reconstructed the order of the sir^s. He realized + l t 
this wn: >n important froa « - ryptniv lytic vv ini but : t.nted that they used 
t .i tc it fat Jim, He rente mb > r ih’it ont literal key rend "Join the llavy and 
see th> World". It rr • er i • t "G" i-u:, . h vi- '--fen mistaken ,vhen he said that 
the sti’ii a wei* Lttrrrd ix-muse presumably they were numbered. Alro it 


woul s • : ti t tht-i' ri’v 1 J. vr ">P ( ti r to <j<t i rorr nt' rnise tV< n , T’"Tr 
r* 1 n • i.. n- v« h< ( ;i p rt , *V r < [ ar.l i ! - 'tl t .pen tr j osri nle to recover 

literal keys. 


"G" lmew of t lr t h(. crlJed a 30-strip r.yss t/am but . "Lid ver if f itely 
tr.- t *• h d never been solved. 

Latr-r "3" worked th'- Divii.i'r. FI 11 Code. Cue version of the D.r.C, 

^as captured - he b ’’inver V o»- 22. This capture helped in the rs c- ns traction 
of subsequent D.F.C's. He worked ^n North African L. traffic from 
Jtcilian intercepts. Ihe intercept station ms ft Taorrinn. He advises th* t 
t>-ey were never able to read the figure D.F.G. traffic, but the limitation of 
the litej al version of the code enabled them to road it. (lie break was 

accomplished t Trough a me s rage reading "Draw supplies at ", The first 

part of tli message was in clear end the place name ms spelled out in 
enciphered D. . 0. The word length en- bird tho place name to be identified 
an l furnished then -dth a start in j or. on s true tin p the speller values of the 
cole. He a ’vises that when the D.F.9. was enciphered it was done by roly- 
al; bebet substitution, using a reciprocal pi- habet, with a ; eriod that was 
always a multiple of 4. He end his confreres felt that it wns a "rave ■ istake 
to hsve the r period lengths and that trh< work would hive een a great deal 
more, difficult if sore ctner periods had been ei rloyed. 

Before describing his work on the Converter 1.-20" "G" advised us that a 
French haf-elin machine had been originally broken in l c 40. He called thi3 
machine the C-36, -nd advises that it had fixed lugs (which he called cams) 
and that the kicks were always 1, 2, 4, 8 and 1C, he stated, hoover, that 
the internal rettlnrs (which he called coraV- 'lations) were char, ed only every 
few months. Solution was effected through the fact that nearly all messages 
started with "Refer". The original solution was accomplished from the begin- 
nings of -bout 50 messages. He also advises that -.hen the internal settings 
were changed the new traffic was sent to Berlin by courier and that Berlin was 
usually able to effect the solution within 48 hours. 

"G" advises that the M-209 was not broken while he was in Berlin. The 
first bread: occurred in the Autunn of 1943. However, in June 1943 an 1-209 
key list for the month of June was captured in Sicily. The capture was not 
apparently re; orted because traffic was sent and read on the captured keys 
during the entire month of June, 

The work of "G*s" unit an M-209 traffic consisted entirely of breaking 
through depths. "G" knew that the M-209 internal settings were changed 
daily and that a nunber of keys were in use at the same time. His unit 
received 200-250 messages per day. "G" believes that the M-209 traffic is 
unbreakable except from depths. As far aa "G" knows no solution was ever 
accomplished by the Germans from near depths, front stereotyped beginnings, or 
in any other way. He advises thrt in I ay 1944 they found lepths on nine 
different days and were able to break eight of these days. He remci hers 
specifically that discriminants PY and NC were broken. He war asked as to 
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whether any work was done or messages whose indicators agreed except for the 
index letter or exce^ t for or.e of the oth^r nix indicator letters, eind re; lied 
that these messages ' -ere attacked on Hie theory tliat they were in truth dej th 
and an orroi had been m; It in ti aneritting the indicator of one of thrm, He 
stated th. t th<- checking indicator nt the end m>r not really a check because 
tht ii ir.tci •( j t oj erntoi r kn^-v that there must be a chock and consequently 
always forced an agreement ‘in their intercepts . He was under the impression 
that the indicators were token from lists and that there was a check off 
system and this accounted for their theory that approximately identical indica- 
tors did represent a true depth. The belief in a chock-off system arose from 
the number of depths observed. It was thought, of course, that a depth 
resulted frem a careless failure to check off, 

"G" knew of the capture of some k-209 machines and some instruction book- 
lets. He states that he recalled that the instructions provided that one 
wheel must h-ve a kick of one, one wheel a kick of two and one wheel a kick of 
three or four end that all kicks must be possible. However, he states that he 
was not in Berlin at the time of arrival of the captured instruction book and 
consequently was a little vague as to the details of the instructions. 


"G's" work consisted of reading the depth and reconstructing the rin and 
lug settings from the key derived. He realized that ■Ms obtained only 
relative pin settings; apparently others worked on trying to obtain the 
absolute values of the pin settings. He did not know how this was done except 
that he knew that "ZPAIENZ" was used in some manner in other messages after 
relative settings had been recovered to try to get the absolute settings. 

He advises that they always watched for a retransmission following a report of 
a message being indecipherable. Traffic analysis personnel was helpful in 
this regard. He knows of two cases in which a message was repeated with one 
wheel different and states that this helped in recovering the absolute settings. 

Copies of all intercepts were sent to Berlin and apparently the crypt- 
analysts at Berlin Headquarters competed with those in the field in an effort 
to obtain solutions as rapidly as possible. 

"G" advises that 60 elements of key were about the minimum necessary for 
reconstruction of pin and lug settings. He stated that it was possible with 
about 40 elements but very difficult. The technique of resolving key was 
the obvious one of writing out the key on all wheel periods and looking far the 
high kick wheels first. "G" called these "the big wheels". He advises that 
recons touctian of internal settings was much more difficult when the number of 
overlaps was heavy. He remembered two cases where key was derived from 

staggers rather from ordinary depths. He states that he and his associ- 

ates often wondered why the slide (which he described but did not designate 
by that name) had been eliminated from the original machine. 


"G" advises that usually it took about two days to solve a depth and 
reconstruct theintemal settings. Then it usually took two more days to 
derive the absolute settings. As a result of this and delays in obtaining 
intercepts it was isually at least a week before a day’s traffic was fully out. 


"G" apparently did 
He advises he was able, 
were off. 


seme pure decoding after a day had been completely broken, 
in decoding, to read a message even though two wheels 
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"G" advises that a Doctor iinow, who W 03 a Sergeant and a f.'-'theiiirtician, 
worked on the reconstruction of the K-209. Apparently ho and Luzius and 
Steinberg determined the nature of the macnine prior to its capture. "G" 
advises that the k-2C° keys for tho °2nd and 101st Airborne Divisions were 
captured in Formandy. These covered June 6, 7, , 10 and 11. They were 

received by "G*s" unit on June ? from General Rundstedt’s Headquarters at 
St, Germain, The capture 'wn" evidently not reported because the keys continued 
to be used and all traffic was read. "G" remembers one message in which 
General Taylor asked someone in Iondon to send word to the U,S. advising that 
certain persons, whose names were listed, were safe. 


l.L'/IILLANEOlKi INFOSIATIOM 
DKRIVLD FRO.' "G" 

"G" advises that a code ucSd by the U.£. Air Transport in Africa was 
solved. However, he worked on this very little, if at all. The code was 
two digit ana was not irixed with plain language. Ke remembered that the 
value l£ introduced figures and that the value 55 introduced speller groups. 

The code was enciphered with a 10 digit additive. Here again he commented 
on the fact that if some other length of additive had been used the work would 
have been l ore difficult. The code was fully reconstructed and the additive 
regularly solved. He advises trust the word "Accra" frequently appeared in the 
message, Ke also advises that this traffic, which passed in early 1943 * 
discussed primarily the transportation of personnel. He remembers 
specifically one message which said something about the arrival of f rs .1. cArthur 
and read in part "Extend all courtesy to f.’rs, FcArthur". 

"G" advises that the British Wpw Office code (which he called '70C) was 
reconstructed cryptanalytically and read until the code was captured in Africa. 
Afterwards a Doctor Liedtke worked for over a year to try to break the 
superseding systembut was unsuccessful. 

"G" advises that as far as he knows no American transposition traffic 
was ever solved. He knows that they were engaged in trying to find three 
messages of identical length in the same key, but were not successful in this 
search. This had been one of the methods used Jn solving Brazilian trans- 
position. 

"G" knows th*t there was e cryptographic section in the Foreign Office in 
Berlin but he does not kno- wh- 1 sort cf ’"ork was don° by this organization. 

"G" advises that Department "F", the Research Department, in Berlin, worked 
mostly on machines. He was informed that they had no success in working on the 
U.S. "big machine". He believes this machine was called the 211. He laics 
of no work th<-t was done on any British machine systems. 

"G" advises that traffic was being road on a compromised U.G. five-letter 
code which wac called AC1. This was a two part code and messages were sent 
unenciphered. He did not know tho nature of the traffic or who were the 
users. He stated that the code was still being used tdien he left Berlin, 

"G" knew something about the replacement of Double Playfair by Ra3ter # 
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He st-rmd ih- 1 Gberinspeotor Kuhn (head of the teaching department in Berlin) 
hni bet that he could break DoubDe Playfair ,/ithin six hours and had won hie 
b't, »G n felt that Raster ’.vas a much improved system but rather too involved 
for the operators. 

'7ith respect to Russian military traffic B G B advises that in 1°Z1 the 
Germans read practically everything but that by 1943 they were reading practi- 
Qally nothing. >■ 

ff G B advises that as far as he knows the Germans do no security work cn 
any Japanese traffic. 

”G" did not know that the Hagelln machine was ever used by the Italians. 

B G B once saw a printing type E machine. He never saw the type operated 
with lights and apparently knows nothing about the machine. 

B G B had heard of the Fernschreiber but knew nothing about it and stated 
that it was used on lar.dlines only. 

B G B thought that there had been a big expansion of the German cryptanalytic 
organization in 1°/ 2. lie advised that i ost of the men he knew had started 
work in 1942 or thereafter. 

B G B advises that the British Slidex system was easily and regularly 
solved. lie felt tint it yielded quite valuable intelligence particularly as 
to bombing and artillery objectives. He also worked on a system called Codex 
which he thought was a U.G. system. This also war solved. 

B G B suggested that the U.S. procedure for reporting captures of keys 
be tightened up. He seemed to feel that we ’.Tore more lax in this regard than 
the Germans, and that this ®as a very grave monace to our cryptographic security. 

B G B was under the impression that more ’.'-209 traffic was being read than 
we imagined, this being due mainly to errors and breaches of security rather 
than the system itself. He felt, however, considering American traffic is a 
whole, that they were probably less successful than we anticipated. 


caicuiGictis 

»G B speaks excellent English and most of his information was very precise 
and clear. He hsd difficulty in finding words for some of the technical 
German cryptographic terms. There were, of course, a number of inaccuracies in 
his story. For example, ho alv:ays called the Li -209 » the 1.-305. He was asked 
where he got that number from and said that he thought he had read it in a 
decode but that it mi$it h.°ve been some other number. 

He was fully cooperative and answered all questions freely and with 
apparent honesty. He explained that his cooperation was motivated by his 
belief that Germany had no chance of winning the war and that the sooner it was 
over the bettor. 

In the course of the interrogation he constantly kept remembering new 
things. It was cbvious th-'t a great m^ ny of the things discussed had been out 
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of his 11 u hts for a Ion T ported -r l th-t ii r: recollection was being revived. 

It i~ hi ' ly i robable th/.t f'urthf r interrogation vdll elicit a great many more 
facts, "'Me ro: ort may po'nt the way to gape in his story, and to further 
^unctions that can be asked. It in su ;gcr.tod, therefor that "G" be interro- 
gat'd further in this Theater, particularly from the joint of view of shedding 
further light on U.G, security violations. 

There e people at GC & CC who have specialized in studying the German 
or pt- raj hie orranization. A great r any of the statements made by n G B and 
the names mentioned by him will undoubtedly ti-- in v.dth information they already 
p assess. It will probably be useful to send a copy of this report to GC £ CS 
and to . rovidc an opportunity for further .interrogation of n G n by the people 
who are expert in this field. 
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